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Decision/action requested

Approve this contributin as a solution to KI#2
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3
Rationale

 This contribution proposes a solution option to “Key Issue #2: AMF Key Separation”: 

· Solution 3: proposes to use the Diffie-Hellman (DH) procedure to provide forward security for the keys between the source and the target AMF. 
4
Detailed proposal

pCR
 **** START OF CHANGES ****
7.Z.
Solutions #Z : DH-based Kamf Forward Security

7.Z.1
Introduction

This is a solution to address the Key Issue #2, “AMF Key Separation”. 

In the key issue #2, security requirements on forward security are identified when UE switches from one slice to the mutually exclusive slice. In this solution, Diffie-Hellman (DH) procedure is introduced between UE and the SN AMF. During the UE switches from one slice to another, the UE and the target AMF run a DH procedure over the NAS-SMC procedure and generate a key, named as KDH. With this new key, the target AMF combines the key from the source AMF and the KDH to derive a new AMF key. Forward security for the target AMF and the slice is achieved by integrating the KDH in the new AMF key. 

7.Z.2
Solution Details

To provide the key separation between the UE and the target AMF during UE switching from one slice to another, a Diffie-Hellman procedure is performed together with the SMC message exchange to establish a shared secret KDH, between the UE and the SN AMF.  Such a KDH   becomes part of an updated KAMF (abbreviated herein as KxAMF) therefore the new key, KxAMF has a strong forward security property. It is impossible for the attacker to derive the key used by the target AMF even if keys at the source AMF is leaked. 

Detailed procedures are as follows:

1. When UE switches to a network slice that is mutually exclusive to the previous one, UE sends Registration Request.  

2. Target AMF invoke Source AMF’s Namf_communication_UEContextTransfer service 

3. Source AMF sends a response to target AMF Namf_communication_UEContextTransfer_response, including both Kamf_source and UE’s DH capability. 

Note: source AMF obtains the UE’s DH capability when UE registers to the PLMN the first time.  

4. The target AMF first generates DH private/public key pairs A_PRIV and A_PUB.  
5. The target AMF sends A_PUB in a NAS Security Mode Command message together with a one octet algorithm identifier.  The most significant 4 bits of the algorithm identifier shall all be zeroes for Elliptic Curve Diffie Hellman. Other values are reserved for future usage. If the most significant 4 bits are zeroes, the least significant 4 bits shall be coded with the following values: 0 for NIST P-384, 1 for brainpool384, 2 for M-383, 3 for Curve41417, 4 for NIST P-256, 5 for brainpool256, 6 for Curve25519. Other values are reserved for future usage. 

6. After receiving the NAS Security Mode Command message from the target AMF， UE verify the MAC first. If the verification is successful, UE generates DH private/public key pairs, B_PRIV/B_PUB. 
7. The UE further derives a shared key K_DH with A_PUB and B_PRIV as input

8. The UE update the Kamf_source to Kamf_target by using both K_DH and Kamf_source. The UE derives new keys for ciphering and integrity protection from the Kamf_target. 
9. The UE sends a NAS Security Mode Complete message to the AMF with B_PUB. The message including a MAC generated with integrity keys derived from Kamf_target. 
10. The target AMF extracts B_PUB from the NAS Security Mode Complete message and derives K_DH with B_PUB and A_PRIV according to the selected DH algorithm. 
11. The target AMF then derives Kamf_target with the K_DH and the existing Kamf_source. 
12. The target AMF verifies the MAC with keys derived from Kamf_target. If the verification is successful, the target AMF switch to the newly derived keys for NAS integrity protection and ciphering.
13. The target AMF decides to perform slice authentication

14. UE and AAA-S performs the remaining steps of the  slice specific authentication

15. UE sends Registration Accept message.
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Figure 7.Z.2-1 DH-based key separation for exclusive network slices 
7.Z.3
Evaluation

TBA
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